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INSTRUCTION 

 
No. 5 of 26 May 2010 

 
 ON 

 
 FUNDAMENDAL RULES CONCERNING PROTECTION OF PERSONAL 

DATA IN THE HEALTH CARE SYSTEM   
 
 

Pursuant to law no.9887 of 10 March 2008 “On protection of personal data”, Decision of 
the Assembly of Albania no.211 of 11 September 2008 “On the  appointment of the data 
protection Commissioner” and in implementing article 27 point 2/c and article 30 point 
1/c of the above law, I;       
  

INSTRUCT: 
 
1. The respect of the obligation to maintain confidentiality of personal data in line with 

the criteria of processing of data according to law no.9887 of 10 March 2008 “On 
protection of personal data” is compulsory in the activity of the health care system by 
the health care providers and professionals. 

 
2. Health care professionals must respect the three main following principles of 

confidentiality in the health care system:  
       

a) Every patient has the fundamental right to privacy and confidentiality of 
his/her health-related information; 

 
b) Every patient has the right to control over the disclosure of his/her health-

related information through the clearly expressed consent or non-consent,;   
 



c) The necessity of dissemination, proportionality and accompanying risks must 
be considered for any non-consensual disclosure of confidential information 
by the health care professionals; 

 
3. Professionals of health care must respect the requirements of the patients for access to 

their health-related information and fulfil their legal obligations according to law 
no.9887 of 10 March 2008 “On protection of personal data” (article 12 and 18). 

 
4.  Health care professionals must ensure that their patients and/or their legal 

representatives are properly informed of the needs (requirements) of the patient 
on information concerning: 

 
- type of information that is recorded and stored; 
- aims over which information is recorded and stored; 
- defence measure taken to ensure non-disclosure of their information; 
- the kind of exchange of information that occurs usually; 
- possibilities made available to them to define the manner information is used 

and disclosed (or communicated); 
- their rights to access and if necessary to correct and update information on 

them within the medical data (article 19);  
- specific legal provisions of the country or principles on which disclosure of 

information to patients is based. 
 
5. The patient gives his/her expressed consent for the processing and disclosure of 

personal data related with their medical care. Consent on the data must be clear and 
expressed. The consent may be implied, i.e through the completion of the form of 
application or written statement which is a clear and an expressed proof of consent. 
The consent must be given freely after having the patient informed in legal way and 
in good trust. 

 
6.  In case of secondary use of personal information of the patient, which is not directly 

related with their health care (for instance education purposes in the field of public 
health), the explicit consent of the patient or his/her legal representative is required 
when it is possible to be ensure prior to the beginning of the secondary use of their 
personal information (article 10)    

 
7.  Only the patient is competent to give the consent (article 6). In case of juvenile 

patients who have no capacity to give their consent, the consent is given by the legal 
representative (parent or legal guardian of the juvenile).  

 
8.  In case of persons who, upon a final court decision, have been deprived of or limited 

the capacity to act and who are not capable to give their consent, consent is given by 
the legal representative (parent or legal guardian).   

 
9.  In case of vulnerable persons, it is necessary for the health care professionals to 

demonstrate special care in guaranteeing respect of the confidentiality of these 



patients since there is a more serious risk of violation of confidentiality for this 
category compares with other patients.   

 
10. The health care professional in case of vulnerable persons (such as children, 

homeless, disabled persons etc) must ensure that the latter is given the necessary 
support to make it possible for them to understand the complexity of confidentiality 
issues. 

 
11. Whenever a patient is identified as vulnerable by a health care professional, such 

identification, its specific nature and the reasons that lead to such identification must 
be recorded in the file for such a case upon the consent of the patient or legal 
representative.   

 
12. Concerning communication (disclosure) of information of the patient, the following 
rules are binding: 
 

- Information of the patient must stored in the form which best protects the 
identity of the patient from the disclosure of this information to other 
unauthorised persons.  
 

- Health care professional must communicate the information concerning the 
health situation of the patient only to the patient or his/her legal representative 
(parent or legal guardian)  

 
- Communication of information on health situation of the patient to third 

parties is allowed only upon the consent of the latter. 
 

- The patient or his/her legal representative must be informed concerning the 
information, type of information which is necessary to be communicated to 
third parties for his/her health care reasons. 
 

- The obligation to maintain confidentiality and non-disclosure information to 
unauthorised persons on health situation of the patient must be respected not 
only by the health professionals but also by the students of public care. 
 

- Health care professionals, providers of training to the students must ensure 
sufficient information for the students, in order for them to be aware of their 
obligation to maintain confidentiality and consequences of this obligation. 

 
 

13.  In the case when in the relationship health care professional-patient a disclosure 
of information is legally bound, this must be discussed with the patient and/or 
their legal representatives as soon as possible, except for the case when such a 
discussion would damage the purpose of the disclosure. 

 



- Health care professionals, prior to acting in compliance with any possible 
legal obligation for disclosure of information, must make sure that the 
situation clearly enters into the category of cases over which disclosure is 
legally bound. 

- They must make sure that any arguments fairly put forth against the disclosure 
are raised before the authority to which disclosure is made. Any disclosure 
must be limited to what is strictly necessary for the case. 

 
14.  Decisions to disclose identification information of the patient outside the health 

services, in case there is no legal obligation to disclose information, are issues that 
must be settled based on balanced judgement. 

 
- The cases concerning the disclosure of information to protect fundamental 

rights of third parties must be handled according to the specifics of each case. 
 
15.  The criterion (to make a balanced judgement) to be pursued is whether disclosure 

of information to protect the interests of a third party exceptionally prevails over 
the obligation to maintain patient confidentiality in the public interest.   

 
The factors that may be considered to arrive to such a decision, among others are: 

 
• importance of the interest put at risk in case of non-disclosure of information, 

for example disclosure of information may be justified more easily if the life 
or integrity (physical or psychological) of a third party is at risk;   

 
• possibility of damage arising for each individual case, i.e disclosure may be 

justified if there is a greatest possibility of damage to the other’s life, but not 
indispensably, may be justified if the possibility of damage is insignificant;  

 
• proximity of damage, i.e that disclosure of information may be justified is the 

protection of the third party requires immediate action, but not in the case 
when there is the possibility in the future to have the patient become a risk for 
another person; 

  
• existence of a proper authority over which disclosure of information may be 

considered (justified); 
 

• necessity of disclosure to avoid damage, i.e that there is no possibility to avoid 
damage unless information is disclosed; 

 
• possibility of disclosure may avoid the damage, what requires from the health 

care professional to be convinced that the damage to a third party or a public 
interest protected by law is likely to be avoided by the disclosure of 
information.  

  



16.  If a patient is incapable to give the consent, disclosure may be justified to protect 
the best interests of the patient. Whether disclosure is justified or not, in each 
individual case, this is considered given a cautious balancing between the interests 
of the patient to maintain the confidentiality of his/her information and the 
interests of the incapable patient which are at risk unless the information is 
disclosed.   

 
17.  Health care professionals, in all the above-mentioned cases (point 13-16 of the 

Instruction) must be well informed of the legal basis and specific legal provisions 
concerning the case or principles on this there may be established a balance of 
interests as regards disclosure.  

 
18.  Considering the responsibility for maintenance of patient’s confidentiality, the 

health care providers must guarantee that the policies and proper protocols for 
maintaining the security of the patient’s information are functional in their 
premises. 

 
19.  Health care professional must be aware of the strict maintenance of 

confidentiality and security obligation during communication with patients and/or 
their legal representatives, guardians and colleagues, especially if there are used 
indirect methods such as telephone, email and fax.   
 

Pursuant to point 2 of Article 4 of the Law on Protection of Personal Data, all public and 
private controllers in the field of health care service are tasked with the implementation 
of this instruction.  
 
This instruction enters into force on 26 March 2010 and is published in our official 
website www.kmdp.al.  
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